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Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	X
	X
	X
	X
	

	No
	
	
	
	
	

	Don't know
	
	
	
	
	X
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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


3
Justification

There are many commercial applications (e.g., critical infrastructure, financial, medical, and pharmaceutical) and government organizations that require enhanced (i.e., 256-bit key) protection for confidential information
. 
This proposal builds upon discussion papers reviewed by SA3 at SA3#87 and SA3#88 and recommends a new Study Item on supporting 256-bit keys and bolstering integrity protection by increasing the size of MAC-I in 5G networks. The focus of this proposed new work will include, but will not be limited to key derivation, AKA key generation
, key distribution, key refresh, negotiation of the key size, and processing of confidential CP/UP information using 256-bit keys
.
It is today common to do bulk traffic encryption (TLS, IPsec) in SW. The new 256-bit algorithms should offer good performance in SW on commodity hardware (such as x64 and ARM). The better performance (in cycles/byte) that an algorithm has, the less cores need to be dedicated to crypto. Algorithms that run in SW enables quick replacement. Many different aspects affect the SW performance. The study should investigate and determine desired performance aspects of the new 256-bit integrity and encryption algorithms.
4
Objective

The following are key components of the proposed migration to 256-bit session keys in the context of 5G networks that need to be examined:

•
All keys in the 5G key hierarchy should be at least 256 bits with entropy no less than 256 bits: In order to achieve the full cryptographic strength of 256-bit key sizes, this should begin with the permanent pre-shared key.  Derivation algorithms should be modified in order to derive child keys from the 256-bit master key instead of the 128-bit key.  •
Integrity protection should change: Currently, the integrity protection MAC-I that is appended to a signalling message is only 32 bits.  This study will determine whether a longer MAC is appropriate for 5G.  Note that the higher data rates achievable in 5G should be able to accommodate a reasonable MAC-I size increase without suffering significant performance degradation.  Any change will likely require a new integrity algorithm to be developed.
•
Coexistence of different size keys: In current 3GPP networks, LTE infrastructure that uses 128-bit keys must coexist with GSM infrastructure that uses 64-bit keys.  In the same manner, 256-bit keys in 5G will need to coexist with 128-bit keys in legacy networks.  This entails storage of keys and separate key derivation algorithms both on the SIM card and in the core network.

•
Determine the desired number of 256-bit algorithms, e.g. if two 256-bit AKA key generation algorithms are needed.
•
Determine the desired performance aspects the new 256-bit algorithms such as software performance on commodity hardware, parallelization, online, using a single key like CCM*.

•
Key size negotiation: The security specification should be flexible so as to be easily adapted or upgraded in the future.  

•
Key distribution and key refresh: The current methods in place for distribution and refresh of security keys are equally applicable to larger key sizes and can remain the same.

Encryption and integrity algorithms will have to change to accommodate 256-bit session/intermediate keys in 5G.  In some cases, this may simply entail using larger-key versions of current algorithms, while in other cases new algorithms may need to be chosen altogether (e.g., SHA2/SHA3 in place of EIA).  Furthermore, the coexistence of different size keys and the AKA procedures must be implemented.
Determine suitable requirements and desires for encryption, integrity algorithms, and AKA key generation functions for use with 256-bit keys and ask ETSI SAGE to select the algorithms
.
The TR will examine the above points with respect to 256 bit keys, describe and evaluate potential solutions and then conclude on what normative work should be carried out as a result of this study.
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	33.xxx
	Internal TR
	Evans, Timothy, Vodafone Group, 
Tim.evans1@vodafone.com
	TSG#79
3/2018
	TSG#80
6/2018
	


Note 1:
Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.

Note 2:
The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
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Work item Rapporteur(s)
Evans, Tim, Vodafone Group,  tim.evans1@vodafone.com
7
Work item leadership

SA3
8
Aspects that involve other WGs
RAN3 needs to evaluate increasing the size of MAC-I.

Collaborative conference calls with SAGE.

9
Supporting Individual Members
	Supporting IM name

	AT&T

	Vodafone

	Interdigital

	Mitre

	US Dept of Commerce

	Ericsson

	


�Motivation for deletion: It is still an open question if clusters of quantum computers will ever be a more cost-efficient way to break 128-bit symmetrical algorithms than clusters of classical computers.





The current status is that NIST has no plans to deprecate 128-bit algorithms (such as AES-128) and that the classical and quantum security of AES-128 is actually taken as a basis for one of the desired security levels of future asymmetric PQC algorithms.





� HYPERLINK "https://csrc.nist.gov/Projects/Post-Quantum-Cryptography/Post-Quantum-Cryptography-Standardization/Evaluation-Criteria/Security-(Evaluation-Criteria)" ��https://csrc.nist.gov/Projects/Post-Quantum-Cryptography/Post-Quantum-Cryptography-Standardization/Evaluation-Criteria/Security-(Evaluation-Criteria)�





This study and timeline should not focus on Quantum Computers and PQC.


�While TUAK handles 256-bit keys, MILENAGE does not. Should determine if two 256-bit AKA key generation algorithms are needed (e.g. MILENAGE-256).


�Motivation for deletion: Input to MILENAGE-256 is not a session key.


�Motivation for deletion: While close collaboration with ETSI SAGE is very much encouraged. An SA3 SID cannot formally say what ETSI SAGE should do.






